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Abstract. With the widespread use of third-party code in software
projects, Software Composition Analysis (SCA) tools emerged in order
to help developers and security specialists automate the process of vul-
nerability detection within dependencies. Among SCA tools, the most
common dependency detection techniques are metadata-based. However,
there has not been a comprehensive evaluation of metadata-reliant SCA
tools in regard to their resilience against metadata manipulations. To
bridge this gap, we conducted a thorough evaluation of 5 state-of-the-
art metadata-reliant SCA tools across 11 attack scenarios, each crafted
to demonstrate a particular manifest feature, bundling, or dependency
modification. Our findings reveal a concerning lack of resilience against
metadata manipulations among these tools, with subtle modifications
easily influencing their detection capabilities. Our findings not only un-
cover the limitations of existing metadata-based approaches but also offer
valuable insights for SCA tool researchers, developers, and users.
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1 Introduction

In software development, third-party open-source code, in the form of depen-
dencies, is commonly used to facilitate the development process. It has been
estimated that dependencies typically constitute a significant proportion, ap-
proximately 80%, of the overall codebase in an average software project [22].
However, with great convenience comes great risk, as highlighted by OWASP
identifying known vulnerabilities within dependencies as a top ten security con-
cern in 2017 |20]. To address the inherent risks associated with third-party depen-
dencies, Software Composition Analysis (SCA) emerged as a software security
framework. SCA aims to identify and enumerate dependencies and their asso-
ciated vulnerabilities within software projects. This task is increasingly being
automated through a growing array of open-source and commercial SCA tools.
However, the majority of these tools rely on metadata for dependency detection.
Considerable attention has been devoted to examining the variances in tools’
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detection techniques and their performance [5}/12}32]. Yet, the question of their
robustness against attacks has received no attention. The recent vulnerability
discovered in XZ Utils in Linux showed that there is a dire need to have reliable
SCA tools. Hence, we need to understand the susceptibility of these tools to
adversarial data manipulation.

In this work, we aim to address this gap. We present a series of attacks
against software composition analysis of source code. Our attacks aim to pre-
vent metadata-reliant SCA tools from correctly identifying included dependen-
cies and their associated vulnerabilities. We achieve this by employing a variety
of manifest feature, bundling, and dependency modifications.

We conduct a series of experiments to evaluate the efficacy of our attacks. To
ensure a ground truth dataset, we constructed a comprehensive suite of 13 Maven
projects, each using a distinct method of introducing dependencies. Each project
contains 29 direct dependencies, all sourced from the top 100 most popular Java
dependencies listed on the Maven Central Repositoryﬂ with each dependency
containing at least one associated vulnerability.

As our targets, we choose five well-known, widely used, and previously studied
SCA tools that rely on metadata for their dependency detection. We conduct a
thorough adversarial assessment of the performance exhibited by these tools, all
of which showed little resilience against metadata manipulations.

We demonstrate that our attacks considerably affect all selected SCA tools.
The attacks not only trigger false negatives but also cause what we will refer to
as false negative-positives, where a tool mistakenly overlooks a legitimate depen-
dency while flagging an incorrect one due to a particular metadata manipulation.

In summary, we made the following main contributions:

— Adversarial SCA. We present a series of attacks against software composition
analysis of source code.

— Test suite. We built a test suite with a clearly defined ground truth for evalu-
ating SCA tools’ performance on Maven projects in the presence of metadata
modifications and manipulations. The test suite is publicly availabldﬂ

— Large-scale evaluation. We conducted a quantitative assessment of state-of-
the-art SCA tools reliant on metadata for dependency detection in order to
gauge their resilience against metadata manipulations. We manually ana-
lyzed differences in SCA tools’ findings, investigating the underlying reasons
and identifying vulnerabilities within their approaches, thereby enhancing
our understanding of their limitations and potential areas for improvement.

The paper is organized as follows: Section 2 explains terminology and Section
3 discusses related research. Section 4 outlines our methodology. In Section 5,
we provide an overview of the evaluation study, including information about
the SCA tools we examined. Section 6 presents our findings. Finally, Section 7
concludes the paper, summarizing our key findings and discussing their implica-
tions.

3 https://mvnrepository.com/popular
* https://github.com/hinatOy/SCA-test-suite
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2 Background

In the context of Java software development, a dependency refers to open-
source third-party code, in the form of a package, used by a client application.
Each dependency is uniquely identified by a combination of a group ID, arti-
fact ID, and version, such as junit:junit:4.12. While the definition of a depen-
dency may be subject to debate |21], for the purposes of this study, we define
a dependency as a specific version of a unique group ID and artifact ID pair-
ing. This means that dependencies with identical versions within a single pack-
age are treated as separate entities. For example, org.springframework:spring-
context:5.3.12 and org.springframework:spring-web:5.5.12 will be considered sep-
arate dependencies.

Maven is a package manager for Java projects. Maven manages a project’s
dependencies through pom.xml files, which we refer to as manifest files. The
dependencies declared inside a project’s manifest files are considered direct de-
pendencies. However, these direct dependencies may, in turn, rely on additional
packages necessary for their proper functioning. These additional dependencies,
known as transitive dependencies, are automatically imported by Maven. By de-
fault, Maven only allows a single version of a dependency to be present inside a
project. In cases where compatibility issues arise — such as when different ver-
sions of the same dependency are imported transitively — Maven approximates
a solution using the "nearest definition" heuristic [9].

3 Related work

The detection of dependencies and corresponding vulnerabilities has been long
studied [5}/6}12}26}32]. Numerous studies looked at the spread and evolution of
vulnerabilities in software packages [1,10], analysis of vulnerabilities in dependen-
cies |24|17]. Analysis of SCA tools so far has been primarily focused on accuracy
and scalability of performance. Ponta et al. |26] conducted a comparative anal-
ysis of two SCA tools, Eclipse Steady and OWASP Dependency-Check, aiming
to evaluate their performance in identifying vulnerabilities. Their study demon-
strated the advantages of Eclipse Steady’s code-centric approach over OWASP
Dependency-Check’s metadata-based approach, particularly in its capacity to
reduce false positives. Imtiaz et al. [12] evaluated the performance of 9 SCA
tools on a large web application, OpenMRS, that consisted of 43 Maven and 5
npm projects. Their study focused on comparing how these tools detected vul-
nerabilities and found differences in their approaches to dependency detection
and vulnerability reporting. They concluded that the accuracy of the vulner-
ability database significantly influences the performance of SCA tools. Dann
et al. [5] conducted an empirical study into the four common modifications
through which dependencies can be introduced into a project: re-compilation,
re-bundling, metadata removal, and re-packaging. Their evaluation, involving
6 SCA tools, aimed to quantify the impact of such modifications. None of the
studied SCA tools could handle all four types of modifications. Dietrich et al. [6]
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investigated the impact of shading and cloning on the accuracy of 4 SCA tools.
Their research showed a noticeable negative impact of these dependency modi-
fications on the performance of these tools. Subsequently, they introduced their
own lightweight approach for detecting shaded dependencies. Zhao et al. [32]
explored the compatibility of 6 SCA tools with various Maven dependency fea-
tures and configurations, outlining their respective strengths and limitations in
supporting diverse project settings.

Our study is complementary to previous research primarily due to its fo-
cus. While existing studies centred on evaluating the performance, accuracy and
scalability of various dependency detection techniques, our work takes a different
approach. We propose a series of attacks and assess metadata-reliant SCA tools’
robustness against them.

4 Methodology

4.1 Threat model

For our series of attacks, we assume an adversary has a white-box access to the
SCA tools, i.e., the adversary has an understanding of the features analyzed,
the tools, and the employed analysis approach. Hence, an adversary can craft
software package data to prevent the SCA tool from correctly identifying the
included dependencies and vulnerabilities. The adversary’s ultimate objective is
to expand the attack surface by incorporating vulnerable, malicious, or illegal
dependencies within software application while remaining undetected.

4.2 Adversarial SCA

SCA tools employ various techniques for dependency analysis, including static
and dynamic analysis of source code [8,|9}[25L/26], binary analysis [7,/13], and
snippet analysis [18]. However, by far the most common approach is metadata
scanning. Unlike other approaches, metadata scanning does not analyze the de-
pendency content directly but instead focuses on its metadata, e.g., manifest
files, file names, digests, or timestamps [523|. This approach has numerous ben-
efits, i.e., it can be easily automated, it is cost-effective and fast, as it does not
rely on extensive databases. Prior research has highlighted its limitations, partic-
ularly when metadata is absent |5] or when an SCA tool provides an insufficient
coverage of metadata combinations [32]. In our study, we explore this angle and
adopt an attack strategy that targets metadata.

We design metadata manipulation scenarios that introduce subtle metadata
alterations to provoke false positive and false negative detection by SCA tools. In
the field of SCA, the terms false positive and false negative are a debated topic.
Some researchers suggest that a dependency should be considered vulnerable
only if its vulnerable code is reachable [9,25,31] or exploitable [41|11,/16] from
the client application. However, to align our findings with prevalent practices in
state-of-the-art SCA tools, we will employ a broader definition. A false positive
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is a dependency that gets incorrectly flagged by an SCA tool, despite not being
included in the project folder. Conversely, a false negative is when a vulnerable
dependency is present but is not detected by the SCA tool.

In this work, we introduce the phenomena of false negative-positive de-
pendencies where, due to specific manipulations, a tool wrongly identifies an
absent dependency while overlooking a present vulnerable dependency. The pri-
mary distinction between a false positive or a false negative dependency and a
false negative-positive dependency lies in the deliberate intent of an adversary.
False positives usually arise from errors within dependency detection algorithms.
On the other hand, false negative-positives can only occur when an adversary
purposefully exploits a vulnerability inherent in a SCA tool. Moreover, simply
causing false negatives might raise suspicions if the SCA tool detects no or few
dependencies. This could prompt the team to switch tools or inspect the project
manually. We assume that adversaries aim to create a false sense of security,
avoiding suspicion while expanding the attack surface of a project. For false
negative-positives, we only consider dependencies, as we assume the goal of an
adversary is to create a false sense of security by minimizing the number or
severity of reported vulnerabilities.

4.3 Attack strategies

We approach all attack strategies from an adversarial perspective. The designed
attack strategies can be categorized into three groups: manifest feature modifi-
cations, bundling modifications, and dependency modifications. Manifest feature
modifications are limited to alterations within a manifest file and rely on Maven
for the installation and resolution of dependencies. Bundling modifications ex-
plore techniques where multiple dependencies are compressed into a single file,
known as an Uber-JAR, and included inside a project. Lastly, dependency mod-
ifications cover the manual installation of dependencies. Instead of Maven au-
tomatically downloading a dependency, it adds a pre-compiled dependency to
system folders. As our attacks are focused on manipulating metadata, the func-
tionality of each project is not affected by these modifications.

Manifest feature modifications:

Attack Scenario 1: Version as variable. Dependency versions are defined as
variables inside the <properties/> section of the manifest file, while group IDs
and artifact IDs remain listed directly inside each <dependency/> tag.
Attack Scenario 2: Dependency management. Dependencies with their
group IDs, artifact IDs, and versions are initially declared inside the <dependen-
cyManagement/> section of the manifest file. However, the <dependencyMan-
agement/> section is a declaration, not an invocation of dependencies. Therefore,
within the subsequent <dependencies/> section, dependencies are then invoked
without specifying their versions. Instead, the project relies on the version dec-
larations provided in the <dependencyManagement/> section to resolve and
include the dependencies.

Attack Scenario 3: Profiles. All dependencies are listed inside the default
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profile inside the <profiles/> section of the manifest file. Within this profile,
dependencies are included with their respective group IDs, artifact IDs, and ver-
sions. The <profiles/> section in a Maven manifest file allows for defining sets
of configuration values, including modifying or adding dependencies, that can
be activated or deactivated selectively during the project-building process.
Attack Scenario 4: Parent and child manifest (version as variable). In
this attack scenario, the Maven project has a modular structure where dependen-
cies and their versions are managed separately. Within the parent manifest file,
dependency versions are declared inside the <properties/> section. Meanwhile,
in the child manifest file representing an individual module, dependencies are
invoked indirectly using variables defined in the parent manifest. This modular
approach is normally utilized for maintainability and facilitates easier version
control, as changes to dependency versions can be applied universally across all
modules by updating the parent manifest.

Attack Scenario 5: Parent and child manifest (group ID as variable).
Here, similar to Attack Scenario 4, the Maven project has a modular structure.
However, rather than specifying versions of all dependencies inside the <proper-
ties/> section of the parent manifest, group IDs are defined instead. While this
modification may raise suspicion as it is quite unconventional, it is permissible
within the Maven framework. Maven permits the use of variables throughout the
manifest, and an adversary might employ this technique to intentionally confuse
an SCA tool.

Bundling modifications:

Attack Scenario 6: Uber-JAR. All direct and transitive dependencies are
bundled into a single jar file, commonly known as an Uber-JAR, with a random
name. This file is then manually installed into the project, including all neces-
sary dependencies inside a single package. To achieve this, we used the Maven
Assembly PlugirEI to create an Uber-JAR with dependencies.

Attack Scenario 7: Shaded Uber-JAR. Shading is a technique commonly
used by Java developers to avoid incompatibility issues between dependencies
by repackaging them and modifying their package and class names. This pro-
cess transforms original class names, such as org.package.class, into a shaded
version — org.shaded.package.class. In this attack scenario, we shaded all direct
and transitive dependencies inside the project. To accomplish this, we used the
Maven Shade Plugirﬂ which created a shaded Uber-JAR containing all depen-
dencies. This shaded Uber-JAR was then manually installed into the project.
Attack Scenario 8: Bare Uber-JAR. In this attack scenario, we reused an
Uber-JAR file with dependencies from a previous attack scenario (Attack Sce-
nario 6). However, we stripped away all metadata typically relied upon by SCA
tools. This included removing pom.xml files, pom.properties files, and the en-
tirety of the META-INF folder. We also updatied the timestamps of all files
within this binary. This modified Uber-JAR, with missing metadata and altered

® https://maven.apache.org/plugins/maven-assembly-plugin/
S https://maven.apache.org/plugins/maven-shade-plugin/
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file timestamps, was then manually installed into the project.

Attack Scenario 9: Uber-JAR with modified metadata. In this attack
scenario, we again reused an Uber-JAR with dependencies from Attack Scenario
6. However, rather than removing metadata entirely, we modified it. In each ex-
isting pom.xml and pom.properties file, we strategically changed the version of
a vulnerable dependency. Specifically, we replaced the vulnerable version with
a non-vulnerable, or if such a version was not available, with the latest ver-
sion. Rather than overwriting entire pom.zml files by downloading them from
the Maven Central Repository, we focused only on modifying the version infor-
mation within the existing files. This modification aimed to simulate a scenario
where an adversary manipulates metadata to conceal vulnerabilities within de-
pendencies.

Dependency modifications:

Attack Scenario 10: Manually installed with a modified group ID.
Dependencies are most often manually installed into the project because of
patching. Patching a dependency traditionally involves modifying its source
code before integrating it into a project. However, to investigate the constraints
of metadata-reliant approaches, we refrained from modifying any dependency
source code. Instead, we downloaded the jar files directly from the Maven Cen-
tral Repository. Using the mun install:install-file command, we installed these
dependencies to the project. However, we introduced a deliberate typo in the
group ID of each dependency. For instance, instead of using the correct group ID
org.springframework.boot, we intentionally misspelled it as org.springframeworkboot.
The rationale behind this modification was to simulate a scenario where an adver-
sary intentionally introduces subtle errors in the metadata of manually included
dependencies. Such deliberate misspellings could potentially cause SCA tools to
overlook the dependency, all while evading detection. It is important to note that
due to the manual installation, the installed dependencies did not automatically
include their transitive dependencies.

Attack Scenario 11: Manually installed with a non-vulnerable ver-
sion. Similar to the previous attack scenario, we manually installed dependency
jars into the project. However, instead of making slight modifications to a de-
pendency’s group ID, we replace the dependency’s version with either a non-
vulnerable version or, if such a version is unavailable, with the latest version.
We try to simulate a scenario where an adversary intentionally includes a vul-
nerable dependency while evading detection through metadata manipulation —
specifically, by changing dependencies’ versions.

4.4 Evaluation datasets

Developing a comprehensive test suite is crucial to effectively assess the adver-
sarial resiliency of SCA. However, the availability of such test suites for SCA
benchmarking proved to be scarce. Existing resources like DaCapo [3|, Juliet
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TestSuite [30], and OWASP Benchmark [19] primarily focus on application secu-
rity testing and static analysis, lacking specific test cases for identifying vulnera-
bilities in dependencies. While benchmarks such as SourceClear 28|, Achilles [5],
and datasets developed by Zhao et al. [32] offered some relevant test cases, they
fell short in providing detailed ground truth data or comprehensive coverage.
For instance, while the SourceClear benchmark offered test cases for various
programming languages and package managers, including Java and its package
managers like Maven, Gradle, and Ant, its ground truth lacked specificity re-
garding particular dependencies and CVEs, making it unfit for assessing SCA
tool adversarial resiliency. Similarly, the Zhao et al.’s datasets [32] lacked vul-
nerability data in its ground truth. On the other hand, while Achilles provided a
well-defined ground truth, its coverage was very limited (7 dependencies and 16
CVEs) as its focus was on some dependency modifications, completely excluding
manifest features. Furthermore, existing test suites assumed benign intentions
from software creators, neglecting possible adversarial attempts to mislead SCA
tools. Thus, recognizing the limitations of available resources, we constructed
our own dataset covering 11 adversarial scenarios to assess the robustness of
SCA tools against attacks.

For our dataset, we selected the Maven project manager for two primary
reasons. Firstly, Maven projects are a common target in SCA tool benchmark-
ing [5,6,/12,126,132|, offering a reliable basis for evaluation. Secondly, Maven’s
prominence as a preferred package manager among Java developers [14] is cou-
pled with its inherent complexity and extensive feature set, making it an ideal
environment for exploring metadata manipulation scenarios.

To construct a reliable dataset for our analysis, it was critical to select suit-
able projects and dependencies with known vulnerabilities. To ensure the rele-
vance of our dataset, we selected from the 100 most widely used dependencies
available on the Maven Central Repositoryﬂ We cross-referenced each chosen
dependency with the National Vulnerability Database (NVD)H and OSSInde)ﬂ
to identify any known vulnerabilities. The NVD is the primary repository of
publicly accessible vulnerability management data. Utilizing the Common Vul-
nerabilities and Exposures (CVE) system, each vulnerability disclosed publicly
receives a unique CVE identifier for tracking purposes within the NVD. How-
ever, the NVD is known to have shortcomings, including inaccurate and missing
data [24,27]. Sonatype OSSIndex is an alternative vulnerability database that
we used to supplement NVD records.

Databases may also list vulnerabilities without an assigned CVE identifier.
In this work, only vulnerabilities with assigned CVE identifiers are included in
the analysis, and dependencies with assigned CVEs are referred to as vulnerable
dependencies.

Out of the top 100 Java libraries, only 29 were found to have a CVE linked
to at least one version of the dependency. To get a list of all transitive depen-

" https://mvnrepository.com/popular
8 https://nvd.nist.gov/
9 https://ossindex.sonatype.org/
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dencies being introduced by the initial set, we created a basic Maven project
and executed the mwvn dependency:tree command. We also verified whether any
known vulnerabilities were associated with these dependencies. Table [7] lists all
selected dependencies alongside their respective versions and associated CVEs.
Each entry in the table covers all unique CVEs linked to a specific version of a de-
pendency according to the NVD and OSSIndex, including those associated with
its transitive dependencies, which are written in gray. Tablelists all selected (di-
rect) dependencies along with their transitive dependencies for scenarios where
transitive dependencies are imported.

To create our test suite, we took the list of 29 selected dependencies and
applied all 11 attack strategies outlined earlier to this list. Each strategy was
implemented within a separate Maven project, with its own manifest file. Each
project includes all 29 selected dependencies, along with any transitive depen-
dencies. Additionally, to establish a consistent baseline for comparison across all
attack scenarios, we added two baseline scenarios: one for manifest feature and
bundling modifications and another — for dependency modifications. We then
hosted these 13 Maven projects on GitHub.

4.5 Tools

In the concluding phase of our analysis, we proceed with an empirical evaluation
of our series of attacks and investigate the robustness of metadata-reliant SCA
tools in a series of experiments. For our assessment, we chose the following SCA
tools: OWASP Dependency—CheckIﬂ Dependabodﬂ Grypdﬂ OSV—Scanneﬂ
and Snykiﬂ Since each tool presents its findings in a different format, after the
evaluation, we conducted a manual examination of all tools’ results.

OWASP Dependency-Check. This tool utilizes what it refers to as Ana-
lyzers to extract details from the files. The collected data, referred to as Evidence,
includes vendor, product, and version of each dependency, including transitive
dependencies. For example, the JarAnalyzer extracts information from manifest
files and file names inside jar files. Importantly, Dependency-Check focuses on
runtime metadata, typically found in the META-INF folder and its subfolders [6].
We used its Maven plugin to scan all our projects.

Dependabot. Dependabot scans manifest files to identify dependencies and
their corresponding versions, although it does not include transitive dependen-
cies and does not scan binaries. We hosted all 13 of our Maven projects on the
first author’s GitHub and activated Dependabot alerts. However, since Depend-
abot alerts report vulnerability data only, we used GitHub Dependency Grapkﬂ

10 https://owasp.org/www-project-dependency- check/

" https://github. com/dependabot

12 https://github.com/anchore/grype

13 https://github.com/google/osv-scanner

Y https://snyk.io/

15 https://docs.github.com/en/code-security/supply-chain-security/
understanding-your-software-supply-chain/about-the-dependency-graph
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Table 1: Baseline analysis results

Baseline 1 Baseline 2

Present|Detected| TP |FP |FN |Present|Detected| TP |FP |FN

dp|vl dp|vl dp|vl |[dp|vl|dp|vl |dp|v] dp|vl dp|vl |[dp|vl|dp|v]
Dependency-Check|68|87 |68|87 68|87(0 |0 |0 |0 |29]67 (2959 29(59(0 |0 |0 |8
Dependabot 68|87 |29|45 2942(0 |3 (39]45|29|67 (29|45 2914210 (3|0 |25
Grype 68(87 [29|45 29(42|0 |3 |39 |45|29|67 29|45 294210 [3 |0 |25
OSV-Scanner 68|87 |28|45 28|42|0 |3 |40|45|29(67 |1 |2 1 {2 |0 |0 (28|65
Snyk 68|87 |68|71 68|63(0 (|8 |0 |24|29|67 (29|47 2914210 |5 |0 |25

dp - number of dependencies, vl - number of vulnerabilities, TP - true positive, FP - false positive;
FN - false negative

an SBOM generating tool offered by GitHub, to double-check dependency detec-
tion. This approach helped us identify cases where Dependabot could not detect
dependency versions or when it misidentified non-vulnerable versions.

OSV-Scanner. The OSV-Scanner tool examines manifest files, SBOM files,
and git directories, but it presently lacks support for Maven’s transitive depen-
dencies or binary files. We used their command-line tool and conducted scans
across all directories containing our Maven projects.

Grype. Grype is as an SCA tool primarily used for scanning container im-
ages |15/29]. However, it also supports scanning directories containing Maven
projects and Java binary files. It does not resolve transitive dependencies by
default. We installed its command-line tool and conducted scans across all direc-
tories containing our Maven projects and Uber-JARs with dependencies. Since
Grype reports vulnerability data only, we used Syfﬂ an SBOM generating
tool often used alongside Grype, to double-check dependency detection. This
approach helped differentiate cases where a tool failed to detect a dependency
from cases where it incorrectly identified a dependency, such as reporting a non-
vulnerable version.

Snyk. Snyk is a commercial SCA tool that analyzes manifest files for depen-
dency and vulnerability information. It resolves transitive dependencies with its
knowledge base, although it lacks support for scanning binary files. We used its
free trial version and integrated it with our GitHub repositories.

5 Evaluation results

Baseline analysis. Our baseline analysis aims to provide the foundation for eval-
uating the impact of subsequent attacks, and to give us a clear reference point for
comparison. Two baseline scenarios present ideal scenarios with all dependencies
explicitly listed inside the <dependencies/> section, with their correct group
ID, artifact ID, and version specified directly inside each <dependency/> tag.
In baseline 1, Maven’s automatic resolution mechanism ensures that transitive
dependencies are included in the project as required. On the other hand, base-
line 2 includes only direct dependencies and their unique associated CVEs due

16 https://github.com/anchore/syft
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to the fact that manually installed dependencies do not import transitive depen-
dencies by default. To signify that a dependency is manually installed, a suffix
such as " patch" is added to the end of each dependency’s version. Baseline 1
is designed as a reference point for manifest feature modification and bundling
modification attacks, and baseline 2 serves as a reference point for dependency
modification attacks.

The results of baseline analysis are presented in Table [ One of the tools,
OWASP Dependency-Check, showed perfect accuracy, both in terms of detection
of dependencies and the corresponding vulnerabilities in both baselines. Snyk
showed the second best results for Baseline 1 detecting all dependencies accu-
rately and identifying 72% (63 out of 87) vulnerabilities. Dependabot, Grype,
and OSV-Scanner showed a similar mediocre performance for baseline 1, i.e.,
they correctly identify above 42% of the dependencies (29 out of 68 for Depend-
abot, Grype, and 28 out of 68 for OSV-Scanner) and 48% of vulnerabilities (42
out of 87).

The presence of false negatives in the results from Dependabot, Grype, and
OSV-Scanner can largely be attributed to their limitations in detecting transitive
dependencies. Specifically, 20 out of 45 (44%) of these false negatives arose be-
cause these tools failed to identify transitive dependencies and the vulnerabilities
associated with them. Unlike these tools, Snyk relies on a knowledge database
to estimate transitive dependencies, which helps in addressing this gap to some
extent. On the other hand, OWASP Dependency-Check integrates directly with
the project, enabling it to inspect system folders for both direct and transitive
dependencies.

Furthermore, the considerable number of false negatives reported by these
tools highlights another issue: variations in the vulnerability databases they rely
on. Specifically, Dependabot, Grype, and OSV-Scanner each identified 25 false
negatives due to these discrepancies, while Snyk reported 24. These discrepancies
arise because the tools use different vulnerability databases. As a result, even if
all dependencies are correctly identified, the resulting vulnerability reports can
differ significantly.

Interestingly, in baseline 2, despite using the same vulnerability database
as our ground truth, Dependency-Check reported 8 false negative vulnerabili-
ties even though it accurately detected all dependencies. A manual investigation
revealed that these false negatives were due to the limitations of the tool’s algo-
rithm, not discrepancies in the vulnerability data. Similarly, Snyk, Dependabot,
and Grype performed notably well for baseline 2, successfully identifying all de-
pendencies and detecting 63% (42 out of 67) of the vulnerabilities. On the other
hand, OSV-Scanner’s performance was much worse, as it recognized only 1 out
of 29 dependencies and identified just 2 out of 67 vulnerabilities in baseline 2.

Results of manifest feature modifications. As results in Table 2] show, in both at-
tack scenario 1 and 2 tools performed comparable to the baseline. Both Dependency-
Check and Snyk were able to correctly detect all dependencies, while Depend-
abot, Grype, and OSV-Scanner produced a large number of false negatives (57-
58%).
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Table 2: SCA results for manifest feature modifications attacks

Scenario 1 Scenario 2 Scenario 3
Present|Det. [TP |[FP |[FN |Det. |[TP FP [FN |Det. [TP [FP [FN
dp VI [dp[vI[dp [~ [dp[~vI[dp [~ [dp [vI[dp (VI [dp [~ [dp VI [dp[vI [dp VI [dp [vI[dp[v]
Dependency-Check 6887 |68 (87|68 |87|0 [0 |0 |0 |68 |[87]|68 [87|0 [0 |0 |0 [68|87|68[87][0 [0 [0 [O
Dependabot 6887 |29]45|29[42[0 |3 [39]45[29 |45|29 [42][0 |3 |39 45|29 [45[29[42[0 |3 [39]45
Grype 68|87 |29 [45[29[42[0 |3 [39[45|25%|77|25*|31]|0 [46]33[56]0 [0 [0 [0 |0 |0 [68]87
OSV-Scanner 68|87 28145(28 [42|0 |3 [40(45[28 [45|28 [42|0 |3 |40|45|/0 [0 [0 [0 |0 |O [68|87
Snyk 68|87 |68|71|68[63|0 |8 |0 |24|68 |71]68 |63|0 |8 |0 |24]68|71]|68|63|0 |8 |0 |24
* - dependency versions were not detected, dp - number of dependencies, vl - number of vinerabilities
Table 3: SCA results for manifest feature modifications attacks
Scenario 4 Scenario 5
Present |[Detected | TP FP FN |Detected|TP |FP [FN
dp|vl dp [vl dp [vl|dp|vl |dp]|v][dp|vl] dp|vl [dp|vl|dp|vl
Dependency-Check |68(87 |68 |87 68 |87|0 |0 |0 |0 |68|87 68 [87|0 |0 |0 |0
Dependabot 68[87 [29*%|0 29*%[0 [0 [0 [39]87[0 |O 0 [0 |0 |0 [68]|87
Grype 68[87 [25%|77 25%[31|0 [46(33[56[0 |0 0 [0 |0 |0 [68]|87
OSV-Scanner 68(87 [0 |0 0 |0 |0 [0 |68|87|0 |O 0 [0 |0 |0 [68]|87
Snyk 68(87 (68 |71 68 [63|0 [8 |0 |24|68|71 68 (63|0 (8 [0 |24

* - dependency versions were not detected, dp - number of dependencies,
vl - number of vulnerabilities, TP - true positive, FP - false positive, FN - false negative

While Grype reported on most of direct dependencies, it could not identify
their versions, which led to a compromised analysis in terms of reported vulner-
abilities. This implies that metadata-dependent tools make some effort to cover
at least some of the package manager’s features.

In attack scenario 3, the inability of OSV-Scanner and Grype to detect any
dependencies or vulnerabilities demonstrates a significant weakness in the cover-
age provided by these tools with regard to manifest features. This highlights the
potential for adversaries to exploit blind spots if all possible manifest features
are not adequately addressed.

Attack scenarios 4 and 5 experiment with multi-module structure of a Maven
project. As shown in Table[3] some of the tools struggled with this configuration.
In attack scenario 4, OSV-Scanner failed to detect any dependencies. Moreover,
although Dependabot and Grype could detect dependencies when the child mani-
fest referenced versions from the parent manifest, their analysis remained limited.
For example, in this scenario, Dependabot failed to report any associated vul-
nerabilities, while Grype identified vulnerabilities linked to unidentified versions,
similar to its performance in attack scenario 2. Taking advantage of this weak-
ness, adversaries may reference group IDs instead of versions in a child manifest,
rendering three tools — Dependabot, Grype, and OSV-Scanner — ineffective in
identifying dependencies with a simple modification, which is demonstrated in
attack scenario 5. Similar to other scenarios, OWASP Dependency-Check was
able to successfully report all dependencies and vulnerabilities in both scenarios.
Snyk performed similarly well, showing a slightly worse (72% detection accuracy)
performance on vulnerabilities (63 out of 87).

Results of bundling modifications. Among the analyzed tools, only two were
able to handle Uber-JARs: OWASP Dependency-Check and Grype. To assess
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Table 4: SCA results for bundling modifications attacks

Scenario 6 Scenario 7
Present|Detected| TP |[FP [FN |[Detected|TP [|FP |FN
dp|vl dp|vl dp|vl [dp|vl[dp|v] [dp]|v] dp|vl|dp]|vl[dp]|vl]
Dependency-Check|68|87 16 (41 16 |41|0 |0 [52(46|16 (41 16 |{41|0 |0 |52 (46
Dependabot 6887 [0 |0 0 [0 |0 [0 |68]87|0 [0 0 |0 [0 |0 68|87
Grype 68|87 16 (33 16 |32|0 |1 |52(55|16|33 16 32|0 |1 |52(55
OSV-Scanner 68|87 [0 |0 0 |0 [0 |0 [68(87[0 [O 0 [0 [0 [0 |68]87
Snyk 68|87 |0 |0 0 |0 [0 |0 [68(87[0 [O 0 [0 [0 [0 |68]87
dp - number of dependencies, vl - number of vulnerabilities, TP - true positive;
FP - false positive, FN - false negative
Table 5: SCA results for bundling modifications attacks
Scenario 8 Scenario 9
Present [Detected[TP [FP [FN [Detected|TP [FP [FNP[FN
dp|vl dp|vl dp|vl|dp|vl|dp|v] [dp|vl] dp|vl|dp|vl|dp dp|vl
Dependency-Check|68(87 [0 (0 0 [0 |0 [0 |68(87]16(0 0 [0 [16]0 |16 68 |87
Dependabot 68(87 |0 |0 0 [0 |0 [0 68870 [0 0 (0[O0 [0|O 68|87
Grype 68(87 |0 |0 0 [0 |0 [0 |68(87[16(0 0 [0 (160 |16 68|87
OSV-Scanner 68(87 [0 [0 0 [0 [0 [0 68870 [0 0 (00 [O0|O 68 |87
Snyk 68(87 [0 |0 0 [0 [0 [0 [68[87]0 [0 0 (0[O0 [0[O 68 |87

dp - number of dependencies, vl - number of vulnerabilities, TP - true positive;
FP - false positive, FP - false negative-positive, FN - false negative

their performance with Uber-JARs, we created four attack scenarios. As shown
in Table [4] in attack scenario 6, both OWASP Dependency-Check and Grype
managed to identify only 16 dependencies out of a total of 68 (24%) and 41
(47%) and 33 (38%) vulnerabilities respectively. Upon closer examination, we
discovered that only these 16 dependencies imported pom.xml files with clearly
defined group IDs, artifact IDs, and versions inside. This observation led us to
speculate that both tools conduct binary analysis by examining manifest files and
extracting information from them, rendering other metadata irrelevant. Attack
scenario 7 further affirmed this observation, as we shaded all direct and transitive
dependencies, yet the modified dependency paths within the binary files did not
influence the performance of either tool. Both Dependency-Check and Grype
identified the same dependencies and vulnerabilities as in attack scenario 6.

In attack scenario 8, we removed all metadata within the META-INF folder,
including pom.xml and pom.properties files, as well as updated all timestamps.
None of the tools were able to detect any dependencies or vulnerabilities. On
the other hand, in attack scenario 9, we deliberately modified the versions inside
every pom.zml and pom.properties file present in the Uber-JAR generated for
attack scenario 6. Both OWASP Dependency-Check and Grype not only failed
to identify any present dependencies or vulnerabilities, they ended up misiden-
tifying all 16 dependencies (0% detection accuracy), reporting modified versions
instead of actual versions. In other words, both tools’ findings were entirely false
negative-positives.

Results of dependency modifications. In attack scenarios 10 and 11 (Table @,
we experimented with manual installation of dependencies, a scenario that fre-
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Table 6: SCA results for dependency modifications attacks

Scenario 10 Scenario 11

Present|Detected| TP (FP |FN |Detected|TP |FP |[FNPFN

dp|vl dp|vl dp|vl [dp|vl |dp|vl] |[dp|v] dp|vl |[dp|vl{dp |dp|vl
Dependency-Check|29|67 |29 (68 29 53[0 [15(0 [14|29|26 0 [26(29]0 |29 29 |41
Dependabot 29(67 |0 |0 0 [0 |0 |0 |29]67|29(3 0 [3 ]29]0 |29 29 |64
Grype 29(67 [29]45 29 42|10 |3 [0 |25|29|45 294210 (3 |0 0 (25
OSV-Scanner 29(67 |0 |0 0 [0 |0 |0 |29]67|0 |0 0 (00 |0]0 29|67
Snyk 29|67 [0 |0 0 |0 |0 |0 |29]67]|29|2 0 |1 12911 (29 29|66

dp - number of dependencies, vl - number of vulnerabilities, TP - true positive;
FP - false positive, FP - false negative-positive, FN - false negative

quently occurs when developers need to update or customize a dependency. Typ-
ically, developers download the source code of the dependency, implement mod-
ifications, and compile it. Developers with benign intentions normally maintain
accurate metadata, opting for small modifications such as appending a word to
the end of the dependency’s version (e.g., 1.2.8 to 1.2.3_patch) inside a manifest
file [5]. However, our objective was to examine the effects of maliciously altering
this metadata to mislead the SCA tools.

In attack scenario 10, we intentionally misspelled the group IDs of each de-
pendency within the project’s manifest (e.g., com.googleguava instead of
com.google.guava), and manually installed all dependencies accordingly. OSV-
Scanner, Snyk, and Dependabot failed to detect any of the dependencies or
vulnerabilities. On the other hand, OWASP Dependency-Check managed to suc-
cessfully identify all dependencies and 53 of 67 vulnerabilities (79%). However,
it is important to note that the modification did have an impact on the perfor-
mance of the tool: it reported 15 false positive vulnerabilities. Grype showed a
slightly worse performance by correctly identifying all present dependencies but
only 42 vulnerabilities (63%).

In attack scenario 11, we modified the versions of each dependency to either
non-vulnerable versions or, in cases where such versions were unavailable, to
the latest ones. OSV-Scanner failed to detect any dependencies and vulnerabil-
ities, while Grype correctly identified all dependencies and most vulnerabilities
(63%). However, OWASP Dependency-Check, Snyk, and Dependabot only re-
ported false negative-positives, detecting non-existent versions of dependencies
based on the manipulated metadata taken from the project’s metadata. While
Snyk and Dependabot’s reliance on analyzing the manifest file makes them sus-
ceptible to manifest manipulations, OWASP Dependency-Check’s behaviour is
particularly interesting. Its algorithm focuses on gathering "Evidence" from var-
ious sources, including mentions of dependencies found in metadata such as man-
ifest files and file names. Although it appeared to correctly identify versions from
system files, it prioritized the information inside the project’s manifest, leading
to false negative-positives. Interestingly, this only applied to vulnerability data
sourced from the NVD, as data from OSSIndex accurately reflected the actual
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versions of dependencies, which led to at least partially correct vulnerability data
(39% accuracy).

6 Discussion

Our experiments reveal the limitations of the existing metadata-reliant approaches
employed by the state-of-the-art SCA tools.

The attack resilience of the existing metadata-based approaches is
inadequate. In our evaluation, OWASP Dependency-Check stood out as the
most flexible and accurate among the examined tools. It performed compar-
atively well when faced with various types of modifications. On the contrary,
OSV-Scanner was the most susceptible to adversarial manipulations. Moreover,
it struggled to analyze projects with both bundled and manually installed de-
pendencies.

For attacks employing manifest feature modifications, OWASP Dependency-
Check and Snyk showcased the most resilience by providing thorough coverage of
diverse manifest configurations. In the context of bundling modification attacks,
although their results were largely compromised, OWASP Dependency-Check
and Grype were the only two tools that were able to analyze Uber-JAR files.
Lastly, in the case of attacks via dependency modifications, Grype outperformed
other tools by accurately identifying all included dependencies in both attack
scenarios.

Our findings show the limitations of metadata-based approaches and demon-
strate their overwhelming susceptibility to attacks. This indicates a need for
alternative techniques for constructing SCA methods designed with robustness
in mind. These limitations can potentially be mitigated through:

— Choosing less manipulable metadata. Metadata-based approaches offer obvi-
ous advantages. However, file names and manifest files can be easily modified
in order to influence a tool’s findings. It could be beneficial for metadata-
reliant SCA tools to move away from metadata that can easily be modified or
erased towards metadata that is more permanent and harder to manipulate
such as file digests, checksums, file sizes and so on.

— Ensuring metadata integrity. Our findings demonstrate the fact that the
state-of-the-art metadata-reliant SCA tools struggle with conflicting or in-
complete metadata such as unidentified dependency versions. Implementing
measures to handle such scenarios is crucial. Moreover, in the case of Uber-
JAR analysis, SCA tools should perform integrity checks (such as checksums)
for manifests to mitigate blatant manipulations.

— Supplementing metadata analysis. While metadata-based approaches outper-
form other approaches in some cases, SCA tools are likely to benefit from a
multifaceted approach to dependency analysis. For example, there is strong
reason to believe that static and dynamic call analysis can provide valuable
insights in cases where metadata is either absent or unreliable [5].
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Metadata-reliant SCA tools do not provide comprehensive coverage
of dependency specifications. The inadequate detection of vulnerabilities is
a direct result of inadequate recognition of dependencies. In particular,

— Transitive dependencies. In our experiment, three of the chosen tools failed
to report on transitive dependencies. Although in real-life projects, the like-
lihood of transitive dependencies introducing vulnerabilities to the client
application is relatively low, it does open the door for adversaries to strate-
gically obscure these vulnerabilities. This scenario could result in the client
application unknowingly utilizing vulnerable functions from a dependency,
evading detection by SCA tools. We would argue it is imperative for metadata-
based approaches to prioritize the inclusion of transitive dependencies in
their analysis.

— Manually installed dependencies. Our findings show that manual installation
of dependencies is another convenient avenue for adversaries to include vul-
nerable dependencies without being detected. Metadata-reliant SCA tools
should make an active effort to detect dependencies regardless of the way
they are being introduced to a project.

— Uber-JARs. Our experiment showed that support for Uber-JARs among
metadata-reliant SCA tools is limited. While the practice of aggregating
multiple dependencies into a single file is a common and usually benign
practice, it also serves as a potential loophole for manipulating the findings
of SCA tools, either to evade detection entirely or to prompt the reporting of
wrong dependencies. Recognizing this challenge, it is imperative for tool de-
velopers to allocate additional resources towards enhancing the capabilities
of their tools to effectively handle Uber-JARs.

SCA approaches do not appear to be tested for resilience against ad-
versarial manipulations. At its core, SCA is a cybersecurity practice. There-
fore, researchers must adopt a holistic perspective when evaluating approaches,
focusing not only on their effectiveness, accuracy, and scalability but also on
their resilience against malicious manipulations. In this way, researchers can en-
hance the trustworthiness of proposed solutions among users. Moreover, such an
approach expands the range of scenarios in which they can be applied.

7 Conclusion

This paper presents a set of metadata manipulation attacks and a comparative
analysis examining the robustness of 5 state-of-the-art metadata-reliant SCA
tools. We developed a test suite that implemented 11 different attack scenarios,
exploring a variety of feature manifest, bundling, and dependency modifications.
Our findings highlight a concerning lack of resilience against metadata manipu-
lations among all studied SCA tools, with their findings significantly influenced
by minor modifications. We hope that our developed test suite and the insights
described in this study will urge both researchers and developers to critically
assess the robustness of SCA tools against adversarial approaches.
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8 Appendix

Table 7: Dependencies and unique vulnerabilities (transitive in gray)
CVEs

CVE-2024-22871

CVE-2014-0114, CVE-2019-10086

commons-collections-3.2 C 2015-6420

CVE-2021-29425

Dependency
clojure-1.11.1
commons-beanutils-1.8.3

commons-io-2.4

fastjson-1.2.22

CVE-2022-25845, CVE-2017-18349

gson-2.8.6 CVE-2022-25647
guava-24.1.1-jre CVE-2020-8908, CVE-2023-2976
h2-2.0.204 C 2022-45868, CVE-2018-14335, CVE-2022-23221, CVE-2021-42392

httpclient-4.5.11

CVE-2020-13956

jackson-databind-2.13.1

CVE-2022-42003, CVE-2020-36518, CVE-2022-42004, CVE-2023-35116

json-20200518

CVE-2023-5072, CVE-2022-45688

junit-4.12

CVE-2020-15250

kotlin-stdlib-0.6.22

CVE-2019-10103, CVE-2019-10101, CVE-2020-29582, CVE-2022-24329, CVE-2019-10102

logdj-core-2.17.0

CVE-2021-44832

logback-classic-1.1.11

CVE-2021-42550, CVE-2017-5929

logback-core-1.3.5

CVE-2023-6378

mysql-connector-java-8.0.11

CVE-2021-2471, CVE-2022-21363, CVE-2019-2692, CVE-2020-2875, CVE-2023-22102, CVE-2018-3258,

CVE-2020-2934

okhttp-3.1.0

CVE-2018-20200, CVE-2023-0833, CVE-2016-2402, CVE-2021-0341,

protobuf-java-3.21.5

CVE-2022-3509, CVE-2022-3171, CVE-2022-3510

retrofit-2.3.0

CVE-2018-1000850

scala-library-2.13.0

CVE-2022-36944

spring-beans-5.3.4

CVE-2021-22118, CVE-2021-22096

spring-boot-autoconfigure-3.0.3

CVE-2023-34055

spring-boot-starter-web-2.6.0

CVE-2023-20873, CVE-2023-20883, CVE-2023-22602,

spring-context-5.3.12

CVE-2022-22950, CVE-2021-22060, CVE-2022-22968, CVE-2022-22965, CVE-2022-22971, CVE-2022-22970

spring-core-6.0.3

CVE-2023-20860, CVE-2024-22233, CVE-2023-20863, CVE-2023-20861

spring-web-6.1.3

CVE-2024-22262, CVE-2024-22243

spring-webmve-6.0.10

CVE-2( 34053

testng-7.4.0

CVE-2022-4065
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Table 8: Direct and transitive dependencies
Direct dependency Transitive dependency

clojure-1.11.1 spec.alpha-0.3.218, org.specs.alpha-0.2.62

commons-beanutils-1.8.3

commons-collections-3.2

commons-io-2.4

fastjson-1.2.22

gson-2.8.6

guava-24.1.1-jre jsr305-1.3.9, error _prone_annotations-2.1.3,
j2objc-annotations-1.1, checker-compat-qual-2.0.0,
animal-sniffer-annotations-1.14

h2-2.0.204

httpclient-4.5.11 commons-codec-1.11, commons-logging-1.2, httpcore-4.4.13

jackson-databind-2.13.1 jackson-annotations-2.13.1, jackson-core-2.13.1

json-20200518

junit-4.12 hamecrest-core-1.3

kotlin-stdlib-0.6.22 kotlin-runtime-0.6.22

log4j-core-2.17.0 log4j-api-2.17.0

logback-classic-1.1.11 slf4j-api-1.7.22

logback-core-1.3.5

mysql-connector-java-8.0.11

okhttp-3.1.0 okio-1.6.0

protobuf-java-3.21.5

retrofit-2.3.0

scala-library-2.13.0

spring-beans-5.3.4

spring-boot-autoconfigure-3.0.3 [spring-boot-3.0.3

spring-boot-starter-web-2.6.0  |spring-boot-starter-2.6.0, spring-boot-starter-json-2.6.0,
spring-boot-starter-tomcat-2.6.0, spring-boot-starter-logging-2.6.0,
snakeyaml-1.29, jakarta.annotation-api-1.3.5,

log4j-to-slf4j-2.14.1, jackson-datatype-jdk8-2.13.0,
jackson-datatype-jsr310-2.13.0,
jackson-module-parameter-names-2.13.0,
tomcat-embed-core-9.0.55, tomcat-embed-el-9.0.55,
tomcat-embed-websocket-9.0.55, jul-to-slf4j-1.7.32

spring-context-5.3.12 spring-aop-5.3.12, spring-expression-5.3.12
spring-core-6.0.3 spring-jcl-6.0.3
spring-web-6.1.3 micrometer-observation-1.12.2, micrometer-commons-1.12.2

spring-webmve-6.0.10

testng-7.4.0 jcommander-1.78, jquery-3.5.1
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